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ɸʂʊʋɸʃʔʅʆʉʊʔʇʈʆɹʃɽʄʓ
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ɺʳʟʦʚrʚʨʝʤʝʥʠ:
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ɺʀɼʓɸʋɼʀʊɸ

ɹɽɿʆʇɸʉʅʆʉʊʀʉɽʊɽʁ

ɼʣʷ ʯʝʛʦ ʧʨʦʚʦʜʷʪ ʘʫʜʠʪ 

ʙʝʟʦʧʘʩʥʦʩʪʠ?
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ɺʠʜʘrʫʜʠʪʘʙʝʟʦʧʘʩʥʦʩʪʠ

5

ɸʢʪʠʚʥʳʡ 
ʘʫʜʠʪ

ʇʘʩʩʠʚʥʳʡ 
ʘʫʜʠʪ

ʕʢʩʧʝʨʪʥʳʡ 
ʘʫʜʠʪ

ɸʫʜʠʪ ʥʘ 
ʩʦʦʪʚʝʪʩʪʚʠʝ 
ʩʪʘʥʜʘʨʪʘʤ



ɺʠʜʘrʫʜʠʪʘ(ʥʘʦʩʥʦʚʝOSSTMM)

ɺʠʜʘʫʜʠʪʘ ɸʥʛʣʠʡʩʢʠʡ ʪʝʨʤʠʥʉʠʥʦʥʠʤʳ

ɺʩʣʝʧʫʶ Blind

ɺʩʣʝʧʫʶʜʣʷ ʜʚʫʭ 

ʩʪʦʨʦʥ

Double Blind Black box

çʉʝʨʳʡè ʷʱʠʢ Gray Box

ɼʚʫʭʩʪʦʨʦʥʥʠʡ çʩʝʨʳʡè 

ʷʱʠʢ

Double Gray Box White box

ʊʘʥʜʝʤ Tandem Crystal box

ʆʙʨʘʪʥʳʡʘʫʜʠʪ Reversal
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ɸʜʤʠʥʠʩʪʨʘʪʦʨʟʘʱʠʪʳ(ʙʝʟʦʧʘʩʥʦʩʪʠ)

ǒʈɼ ɻʦʩʪʝʭʢʦʤʠʩʩʠʠʈʦʩʩʠʠ çɿʘʱʠʪʘ ʦʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ 

ʠʥʬʦʨʤʘʮʠʠ: ʊʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè, 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʱʠʪʳ ïɻ ʪʦ ʩʫʙʲʝʢʪ 

ʜʦʩʪʫʧʘ, ʦʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʟʘʱʠʪʫ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʩʠʩʪʝʤʳ (ɸʉ) ʦʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ (ʅʉɼ) ʢ 

ʠʥʬʦʨʤʘʮʠʠ.
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ɿʘʜʘʯʠ, ʩʪʦʷʱʠʝʧʝʨʝʜ

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ

ǒʧʦʣʫʯʘʪʴ ʦʧʝʨʘʪʠʚʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʩʦʩʪʘʚʝ ʠ ʩʪʨʫʢʪʫʨʝ ʩʝʪʠ, ʦʪʢʨʳʪʳʭ 

ʩʝʨʚʠʩʘʭ;

ǒʧʨʦʚʦʜʠʪʴ ʪʝʩʪʠʨʦʚʘʥʠʝ ʥʘ ʧʨʝʜʤʝʪ 

ʥʘʣʠʯʠʷ ʠʟʚʝʩʪʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ 

(penetration testing);

ǒʦʩʫʱʝʩʪʚʣʷʪʴ ʧʝʨʠʦʜʠʯʝʩʢʠʡ ʢʦʥʪʨʦʣʴ 

ʩʪʦʡʢʦʩʪʠ ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʘʨʦʣʝʡ;
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ɿʘʜʘʯʠ, ʩʪʦʷʱʠʝʧʝʨʝʜ

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤʙʝʟʦʧʘʩʥʦʩʪʠ

ǒʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʮʝʣʦʩʪʥʦʩʪʴ ʢʨʠʪʠʯʝʩʢʠ 

ʚʘʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ;

ǒʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 

ʠʟʫʯʘʪʴ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʤʝʞʜʫ 

ʚʳʙʨʘʥʥʳʤʠ ʫʟʣʘʤʠ ʩʝʪʠ;

ǒʪʝʩʪʠʨʦʚʘʪʴ ʩʠʩʪʝʤʫ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦʡ 

ʦʯʠʩʪʢʠ ʠʥʬʦʨʤʘʮʠʠ;

ǒʧʨʦʚʦʜʠʪʴ ʩʠʩʪʝʤʥʳʡ ʘʫʜʠʪ ʕɺʄ ʠʟ 

ʩʦʩʪʘʚʘ ɸʉ (ʘʧʧʘʨʘʪʥʘʷ, ʧʨʦʛʨʘʤʤʥʘʷ 

ʢʦʥʬʠʛʫʨʘʮʠʷ, ʞʫʨʥʘʣ).
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ʄɽʊʆɼʆʃʆɻʀʀ

ʊɽʉʊʀʈʆɺɸʅʀʗʅɸ

ʇʈʆʅʀʂʅʆɺɽʅʀɽ

ʆʙʟʦʨ ʜʦʢʫʤʝʥʪʦʚ ʠ 

ʧʦʜʭʦʜʦʚ.

ʊʝʢʫʱʝʝ ʧʦʣʦʞʝʥʠʝ ʜʝʣ 

(State of the art).
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ʄʝʪʦʜʦʣʦʛʠʠʪʝʩʪʠʨʦʚʘʥʠʷ

ʟʘʱʠʱʝʥʥʦʩʪʠ

ǒOpen Source Security Testing 

Methodology Manual (OSSTMM);

ǒInformation Systems Security Assessment 

Framework (ISSAF);

ǒNIST 800-42 Guideline on Network 

Security Testing;

ǒOWASP Testing Guide;

ǒWireless Penetration Testing Framework
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The Open Source Security Testing Methodology 

Manual (OSSTMM)

ǒʉʪʘʨʳʝ ʚʝʨʩʠʠ ʜʦʩʪʫʧʥʳ ʙʝʩʧʣʘʪʥʦ 

(ʣʠʮʝʥʟʠʷ CC Creative)

ǒʆʙʥʦʚʣʷʝʪʩʷ ʧʨʠʤʝʨʥʦ ʨʘʟ ʚ ʧʦʣʛʦʜʘ 

(ʩʚʝʞʠʝ ʚʝʨʩʠʠ ïʧʦ ʧʣʘʪʥʦʡ 

ʧʦʜʧʠʩʢʝ)

ǒʉʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʡ, 

ʩʠʩʪʝʤʘʪʠʟʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ, ʥʦ 

ʤʘʣʦ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʢʦʥʢʨʝʪʥʳʤ 

ʜʝʡʩʪʚʠʷʤ ʠ ʠʥʩʪʨʫʤʝʥʪʘʤ
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OSSTMM: 

ʇʨʠʤʝʨ

ʈʘʩʩʤʦʪʨʠʤ

ʢʘʨʪʫ

ʤʦʜʫʣʝʡ

ʪʝʩʪʠʨʦʚʘʥʠʷ

ʚʨʘʟʜʝʣʝ  

çʙʝʟʦʧʘʩʥʦʩʪʴ 

ʩʝʪʝʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡè.
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OSSTMM: ʇʨʠʤʝʨ. ʄʦʜʫʣʉɹʝʪʝʚʳʝ

ʠʟʤʝʨʝʥʠʷ(Network Surveying)

ɿʘʜʘʯʠ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʚ 

ʧʨʦʮʝʩʩʝ ʉʢʘʥʠʨʦʚʘʥʠʷ ʇʦʨʪʦʚ:

ʇʨʦʚʝʨʢʘ ʥʘ ʦʰʠʙʢʠ:

ǒʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʧʦʪʝʨʝʡ ʧʘʢʝʪʦʚ ʥʘ 

ʤʘʨʰʨʫʪʝ ʢ ʮʝʣʝʚʦʡ ʩʝʪʠ;

ǒʠʟʤʝʨʝʥʠʝ ʚʨʝʤʝʥʠ ʦʪʢʣʠʢʘ ʥʘ ʧʘʢʝʪ;

ǒʠʟʤʝʨʝʥʠʝ ʦʪʥʦʰʝʥʠʷ ʧʨʠʝʤ/ʦʪʚʝʪ ʧʦ 

ʮʝʣʝʚʦʡ ʩʝʪʠ;

ǒʀʟʤʝʨʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʧʦʪʝʨʷʥʥʳʭ 

ʧʘʢʝʪʦʚ ʠ ʧʦʣʫʯʝʥʥʳʭ ʦʪʢʘʟʦʚ ʧʨʠ ʩʚʷʟʠ 

ʩ ʮʝʣʝʚʦʡ ʩʝʪʴʶ 14



NIST SP 800-42

ǒʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʩʪʘʥʜʘʨʪ ʉʐɸ

ǒʟʘʪʨʘʛʠʚʘʝʪ ʰʠʨʦʢʠʡ ʢʨʫʛ ʚʦʧʨʦʩʦʚ:

ǒʤʝʩʪʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʞʠʟʥʝʥʥʦʤ ʮʠʢʣʝ 

ʩʝʪʝʡ

ǒʧʦʜʭʦʜʳ ʢ ʪʝʩʪʠʨʦʚʘʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʝʪʝʡ

ǒʦʙʟʦʨ ʢʦʥʢʨʝʪʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ 

ʪʝʩʪʠʨʦʚʘʥʠʷ (ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʜʦʢʫʤʝʥʪʘ)

ǒʜʦʚʦʣʴʥʦ ʩʪʘʨʳʡ ʜʦʢʫʤʝʥʪ (2003 ʛʦʜ)

ǒʤʝʥʝʝ ʧʦʜʨʦʙʥʘʷ ʤʝʪʦʜʦʣʦʛʠʷ ʧʦ  

ʩʨʘʚʥʝʥʠʶ ʥʘʧʨʠʤʝʨ ʩ ISSAF
15



Information Systems Security Assessment 

Framework (ISSAF)

ǒɼʚʫʭʜʦʢʫʤʝʥʪʥʘʷʩʪʨʫʢʪʫʨʘ:

ǒʜʦʢʫʤʝʥʪ ʜʣʷ ʤʝʥʝʜʞʤʝʥʪʘ

ǒʬʨʝʡʤʚʦʨʢʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ,

(PTF)

ǒʈʘʟʙʠʪʦ ʥʘ ʪʝʤʘʪʠʯʝʩʢʠʝ ʩʝʢʮʠʠ (ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʉʋɹɼ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʫʟʣʦʚ)

ǒʤʝʪʦʜʳ ʧʣʘʥʠʨʦʚʘʥʠʷ, ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʦʢ, 

ʦʪʯʝʪʥʦʩʪʠ

ǒɼʦʩʪʘʪʦʯʥʦ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʩʭʝʤʳ 

ʨʘʙʦʪʳ ʩʝʨʚʠʩʦʚ

ǒʇʨʝʜʣʘʛʘʝʪʩʷ ʩʧʠʩʦʢ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ 

ʢʘʞʜʦʡ ʧʨʦʚʝʨʢʠ 16



ʇʆɼʍʆɼʓʂɸʅɸʃʀɿʋ. 

ʉʈɽɼʉʊɺɸʀʀʅʉʊʈʋʄɽʅʊʓ

ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ ʚ 

ʨʝʘʣʴʥʦʩʪʠ?
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ʌʘʟʘrʫʜʠʪʘ

ʉʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʠʩʪʝʤʝ

ʉʝʪʝʚʦʡ ʘʫʜʠʪ

Åʊʨʘʩʩʠʨʦʚʢʘ, ʠʩʩʣʝʜʦʚʘʥʠʝ ʪʦʧʦʣʦʛʠʠ ʩʠʩʪʝʤʳ

Åʉʢʘʥʠʨʦʚʘʥʠʝ ʩʝʨʚʠʩʦʚ

Åʀʥʚʝʥʪʘʨʠʟʘʮʠʷ ʨʝʩʫʨʩʦʚ

Åʉʢʘʥʠʨʦʚʘʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ, ʩʝʪʝʚʦʡ ʘʫʜʠʪ ʧʘʨʦʣʝʡ

Åʇʝʨʝʭʚʘʪ ʪʨʘʬʠʢʘ, ʧʨʦʚʝʜʝʥʠʝ ʘʪʘʢ ʪʠʧʘ MitM (ʯʝʣʦʚʝʢ-ʧʦʩʝʨʝʜʠʥʝ)

ʃʦʢʘʣʴʥʳʡ ʘʫʜʠʪ (ɸʈʄ, ʩʝʨʚʝʨʘ, ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ)

Åʉʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʢʫʱʝʡ  ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʕɺʄ

Åɸʫʜʠʪ ʣʦʢʘʣʴʥʳʭ ʧʘʨʦʣʝʡ

Åʇʦʠʩʢ ʦʩʪʘʪʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʥʦʩʠʪʝʣʷʭ, ʢʦʥʪʨʦʣʴ ʨʘʙʦʪʳ ʤʝʭʘʥʠʟʤʦʚ 
ʛʘʨʘʥʪʠʨʦʚʘʥʥʦʛʦ ʫʥʠʯʪʦʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ

ɼʨʫʛʠʝ ʚʠʜʳ ʘʫʜʠʪʘ

Åɹʝʩʧʨʦʚʦʜʥʳʝ ʩʝʪʠ

Åɺʝʙ-ʫʷʟʚʠʤʦʩʪʠ  ʥʘ ʠʥʪʝʨʥʝʪ/ʠʥʪʨʘʥʝʪʨʝʩʫʨʩʘʭ
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ʉʙʦʨʠʥʬʦʨʤʘʮʠʠ

ǒɺʥʝʰʥʠʝ ʠʩʪʦʯʥʠʢʠ

ǒʧʦʠʩʢʦʚʠʢʠ, ʩʦʮ. ʩʝʪʠ

ǒWHOIS, ʨʝʛʠʩʪʨʘʪʦʨʳ IP: ARIN, RIPE, APNIC

ǒɺʥʫʪʨʝʥʥʠʝ ʠʩʪʦʯʥʠʢʠ

ǒʜʦʢʫʤʝʥʪʘʮʠʷ

ǒSMTP (ʘʥʘʣʠʟ ʟʘʛʦʣʦʚʢʦʚ, ʧʝʨʝʜʘʚʘʝʤʳʭ 

ʬʘʡʣʦʚ, mail bounce)

ǒDNS-ʩʝʨʚʝʨʘ (ʧʝʨʝʥʦʩ ʟʦʥ, ʙʨʫʪʬʦʨʩʠʤʝʥ ʠ 

IP)
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ʉʢʘʥʠʨʦʚʘʥʠʝ, ʪʨʘʩʩʠʨʦʚʢʘ

ǒʆʙʳʯʥʦʝ (ʩʪʘʥʜʘʨʪʥʳʡ ʚʳʟʦʚ connect)

ǒTCP SYN (ʤʝʥʴʰʝ ʥʘʛʨʫʟʢʠ)

ǒUDP-ʩʢʘʥʠʨʦʚʘʥʠʝ

ǒʆʙʭʦʜ ʄʕ ʙʝʟ ʭʨʘʥʝʥʠʷ ʩʦʩʪʦʷʥʠʡ:

ǒTCP NULL, TCP FIN, TCP X-mas tree

ǒʆʧʨʝʜʝʣʝʥʠʝ ʧʨʘʚʠʣ ʄʕ

ǒTCP ACK (ʩ ʥʝʚʝʨʥʳʤ ʟʥʘʯʝʥʠʝʤ ʦʢʥʘ)

ǒʉʢʨʳʪʠʝ ʠʩʪʦʯʥʠʢʘ ʩʢʘʥʠʨʦʚʘʥʠʷ

ǒLabrea
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ʊʨʘʩʩʠʨʦʚʢʘʩʝʪʠ, ʠʥʚʝʥʪʘʨʠʟʘʮʠʷ

ʨʝʩʫʨʩʦʚ

ǒDNS-ʧʨʦʙʘ

ǒRPC

ǒNetbios. ɸʥʦʥʠʤʥʳʝ ʩʝʩʩʠʠ.
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ʇʝʨʝʭʚʘʪʪʨʘʬʠʢʘɸʪʘʢʠʚʠʜʘ

«ʯʝʣʦʚʝʢ-ʧʦʩʝʨʝʜʠʥʝ». ARP-ʩʧʫʬʠʥʛ.

22



ʂʨʠʪʝʨʠʠʚʳʙʦʨʘʩʨʝʜʩʪʚʜʣʷ

ʪʝʩʪʠʨʦʚʘʥʠʷʥʘʧʨʦʥʠʢʥʦʚʝʥʠʝ

ǒʄʦʙʠʣʴʥʦʩʪʴ (ʧʝʨʝʥʦʩʠʤʦʩʪʴ) ʤʝʩʪʘ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʚʦʟʤʦʞʥʦʩʪʴ 

ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʧʨʦʠʟʚʦʣʴʥʦʤʫ ʩʝʛʤʝʥʪʫ ʩʝʪʠ 

ʠ ʚʳʧʦʣʥʠʪʴ ʣʦʢʘʣʴʥʫʶ ʧʨʦʚʝʨʢʫ ʢʘʞʜʦʛʦ 

ɸʈʄ).

ǒɺʦʟʤʦʞʥʦʩʪʠ ʧʦ ʦʙʥʦʚʣʝʥʠʶ ʩʨʝʜʳ ʨʘʙʦʪʳ 

ʥʦʚʳʤʠ ʩʠʛʥʘʪʫʨʘʤʠ ʫʷʟʚʠʤʦʩʪʝʡ ʠ 

ʩʨʝʜʩʪʚʘʤʠ ʘʫʜʠʪʘ
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ʂʨʠʪʝʨʠʠʚʳʙʦʨʘʩʨʝʜʨrʘʙʦʪʳ

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʙʝʟʦʧʘʩʥʦʩʪʠ

ǒɿʘʱʠʪʘ ʦʪ ʅʉɼ ʢ ʠʥʬʦʨʤʘʮʠʠ, 

ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʨʘʙʦʯʝʤ ʤʝʩʪʝ

ǒʇʦʣʥʦʪʘ ʠʥʩʪʨʫʤʝʥʪʘʨʠʷ ïʚʘʞʥʦ, ʢʦʛʜʘ 

ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʩʨʝʜʩʪʚʘ 

ʜʦʩʪʫʧʥʳ çʠʟ ʢʦʨʦʙʢʠè, ʘ ʦʧʝʨʘʮʠʷ ʧʦ 

ʠʭ ʨʘʟʚʝʨʪʳʚʘʥʠʶ (deployment) ʪʨʝʙʫʝʪ 

ʤʠʥʠʤʫʤ ʚʨʝʤʝʥʠ ʠ ʫʩʠʣʠʡ ʩʦ ʩʪʦʨʦʥʳ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ.
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ʂʦʤʧʣʝʢʩʥʦʝʨʝʰʝʥʠʝ: ʉʢʘʥʝʨ-ɺʉ
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ɹʘʟʦʚʳʝʢʦʤʧʦʥʝʥʪʳʉʢʘʥʝʨ-ɺʉ

ǒʉʝʪʝʚʦʡ ʩʢʘʥʝʨ

ǒʉʢʘʥʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ

ǒʃʦʢʘʣʴʥʳʡ ʘʫʜʠʪ ʧʘʨʦʣʝʡ

ǒʉʝʪʝʚʦʡ ʘʫʜʠʪ ʧʘʨʦʣʝʡ

ǒɸʥʘʣʠʟʘʪʦʨ ʪʨʘʬʠʢʘ

ǒʉʠʩʪʝʤʥʳʡ ʘʫʜʠʪʦʨ

ǒʇʦʠʩʢ ʦʩʪʘʪʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ

ǒʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ
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ɻʨʘʬʠʯʝʩʢʠʡʠʥʪʝʨʬʝʡʩʢ

ʩʢʘʥʠʨʦʚʘʥʠʶʧʦʨʪʦʚ
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ɿʘʢʨʳʪʳʝʧʦʨʪʳ
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ʊʦʧʦʣʦʛʠʷ
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ʉʢʘʥʝʨʙʝʟʦʧʘʩʥʦʩʪʠ

30


